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(ALLOWED) A system for transferring items having value in a computer 



network comprising: 

a plurality of user terminals coupled to a computer network; 

a database system coupled to said network and remote from said plurality of user 
terminals for storing information about one or more users using said plurality of user 
terminals; and 

a server system coupled to said network, said server system comprising 
cryptographic capabilities for transferring an item having value utilizing said information 
stored in said database system. 

L99. (ALLOWED) The system of claim ^98, further comprising a plurality of 
postal security device data stored in said database system for ensuring authenticity of 
each of said one or more users, wherein each postal security device data is related to one 
of said users and said postal security device data related to said one of said users 
associated with said cryptographic capabilities when said one of said users requests to 
print said item having value. 
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p> ^20? . (ALLOWED) The system of claim Ji>8f, wherein said database system 
comprises data for creating indicium, account maintenance, and revenue protection. 

tj Jftifi ALLOWED) The system of claim 19g, wherein said item having_value is a 
mail piece. 

/ 

^ ^2037 (ALLOWED) The system of claim l^G, wherein said server system 
comprising said cryptographic capabilities further comprises a cryptographic device 
generates a digital signature in response to a user request for printing. 

I 

V ^2(#T(ALLOWED) The system of claim 1^8, wherein said server system 
comprising said cryptographic capabilities further comprises a cryptographic device that 
encrypts the requested information in response to a user request for printing said item 
having value. 

"| J2^5. (ALLOWED) The system of claim^, wherein said server system 
comprising said cryptographic capabilities further comprises a cryptographic device that 
generates data sufficient to print a postal indicium in compliance with postal service 
regulations on said mail piece. 

i 

% ytf6. (ALLOWED) The system of claim lpg, wherein said item having value 
comprises a ticket. 
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0^ jffJ. (ALLOWED) The system of claim-*98, wherein a bar code is printed on said 
item having value. 

/ 

^ P ^2(58^ (ALLOWED) The system of claim ^98, wherein said item having value 
comprises a coupon. 

\ \ (ALLOWED) The system of clainvJ*$, wherein said postal security device 

data comprises an ascending register value, a descending register value, a respective 
cryptographic device ID, and an indicium key certificate serial number. 

\ V 2^^(ALLOWED) The system of claim l^Cwherein said postal security device 
data comprises a private key, a public key, and a public key certificate, wherein said 
private key is used to sign device status responses and said item havingjvalue which, in 
conjunction with said public key certificate, demonstrates that said postal security device 
and said item having value are authentic. 

\ ^ (ALLOWED) The system of claim ^K), wherein said private key is used to 
sign device status responses. 

w 

\^ (ALLOWED) The system of claim p^t), wherein said item having_value in 

conjunction with said public key certificate, authenticates said postal security device and 
said item having value. 
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^ (ALLOWED) The system of claim wherein said cryptographic 
capabilities comprises a cryptographic device and said cryptographic device protects data 
using a stored secret. 

. (ALLOWED) The system of claim 213, wherein said secret is a password. 

O pX*>. (ALLOWED) The system of claim^TS, wherein said secret is a public and 
private key pair. 

^ % ALLOWED) A method for secure processing of items having value in a 

computer network comprising a plurality of user terminals comprising: 

storing information about one or more users using a plurality of user terminals in 
a database system coupled to a network and remote from said plurality of user terminals; 
and 

performing secure functions for an item having value utilizing said information 
stored in said database system to execute cryptographic capabilities remote from said 
plurality of user terminals. 

\\ yfl. (ALLOWED) The method of claim jXb further comprising storing a 
plurality of postal security device data in said database system, wherein each of said 
security device data is related to one of said users. 
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1j> (ALLOWED) The method of clainv2t7 further comprising loading a postal 
security device data related to said cryptographic capabilities when said one of said users 
requests to print a said item having value . 

\S 

(ALLOWED) The method of clainv21^further comprising authenticating 
the identity of each user. 

^ ^2tjf (ALLOWED) The method of clainarll9 further comprising verifying that the 
identified user is authorized to print said item having value. 

22fL (ALLOWED) The method of claim 2itC wherein said item having value is a 
mail piece. 

^ ^2(1. (ALLOWED) The method of claim wherein said_cryptographic 
capabilities are provided by a cryptographic device configured to generate a digital 
signature in response to a user request for printing said item having value. 

V> (ALLOWED) The method of claim^T6, wherein said cryptographic 
capabilities comprises a cryptographic device configured to encrypt the requested 
information in response to a user request for printing said having value. 

ik j^A. ^(ALLOWED) The method of claim wherein cryptographic capabilities 
comprises a cryptographic device configured to generate data sufficient to print a postal 
indicium compliance with postal service regulations on said mail piece. 
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* 2?5T(ALLOWED) The method of claim^t^ wherein said item having value is 
ticket. 

^ jZ&. (ALLOWED) The method of claim^l6, wherein a bar code is printed on 
said item having value. 

"fr^ ytff. (ALLOWED) The method of clairn^t6, further comprising printing a 
coupon. 
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